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Abstract 

Cloud Computing is an emerging paradigm which has become today’s hottest research area due to its 

ability to reduce the  costs associated with computing. In today’s era, it is most interesting and enticing 

technology which is offering the services to its users on demand over the internet. Since Cloud Computing stores 

the data and disseminated resources in the open environment, security has become the main obstacle which is 

hampering the deployment of Cloud environments. Even though the Cloud Computing is promising and efficient, 

there are many challenges for data security as there is no vicinity of the data for the Cloud user. To ensure the 

security of data, we propose an encryption technique which provides security to both the message secret key 

achieving confidentiality and authentication by implementing Fast and Secure Encryption Technique (FEST) 

with RSA algorithm. In this paper, a detailed report of the process is presented and analysis is done comparing 

our proposed technique with familiar techniques. 
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1. Introduction 

A cloud typically contains a virtualized significant pool of computing resources, which could be 

reallocated to different  purposes within short time frames. The entire process of requesting and receiving 

resources is typically automated and is completed in minutes. The cloud in cloud computing is the set of  

hardware, software, networks, storage, services and interfaces that combines to deliver aspects of computing as 

a service. Share resources, software and information are provided to computers and other devices on demand. It 

allows people to do things they want to do on a computer without the need for them to buy and build an IT 

infrastructure or to understand the underlying technology. Through cloud computing clients can access 

standardized IT resources to deploy new applications, services or computing resources quickly without 

reengineering their entire infrastructure, hence making it dynamic.  The core concept of cloud computing is 

reducing the processing burden on the users terminal by constantly improving the handling ability of the cloud. 

All of this is available through a simple internet connection using a standard browser. However, there still exist 

many problems in cloud computing today, a recent survey shows that data security and privacy risks have 

Become the primary concern for people to shift to cloud computing. 

 

 



 

Volume 3                               Issue 2                            December 2017                            www.irjes.psyec.edu.in 

International Research Journal of Engineering Sciences Page 110 
 

2. Related Concepts about Cloud 

A. Deployment Cloud Models 

• Public cloud: the cloud infrastructure is made available to the general public people or a large industry group 

and provided by single service • provider selling cloud services. 

• Private cloud: the cloud infrastructure is operated solely for an organization. The main advantage of this model 

is the •security, compliance and QoS. 

• Community cloud: the cloud infrastructure is shared by several organizations and supports a specific 

community that has •shared concerns like security requirements, policy, and compliance considerations. 

• Hybrid cloud: the cloud infrastructure is a combination of two or more clouds. It enables data application 

portability through load balancing between clouds. 

 

B. Cloud Characteristics 

• On demand service: cloud is large resource and service pool that you can get service or resource whenever you 

need by •paying amount that you used. 

• Ubiquitous network access: cloud provides services everywhere though standard terminal like mobile phones, 

laptops and personal digital assistants. 

• Easy use: the most cloud provider’s offers internet based interfaces which are simpler than application 

program interfaces •so user can easily use cloud services. 

• Business model: cloud is a business model because it is pay per use of service or resource. 

• Location independent resource poling: the providers computing resources are pooled to serve multiple 

customers using multitenant model with different physical and virtual resources dynamically assigned and 

reassigned according to demand. 

 

C. Cloud Solutions 

• Infrastructure as a service: it delivers a platform virtualization environment as a service rather than purchasing 

servers, •software, data centers. 

• Software as a service: it is software that is deployed over internet and or is deployed to run behind a firewall in 

your LAN or PC. 

• Platform as a service: this kind of cloud computing provide development environment as a service. You can 

use the middleman’s equipment to develop your own program and deliver it to the users through internet and 

servers. 

• Storage as a service: this is database like services billed on a utility computing basis, e.g., gigabyte per month. 

• Desktop as a service: this is the provisioning of the desktop environment either within a browser or as a 

terminal server. 

 

3. Cloud Security Challenges 

The cloud services present many challenges to an organization. When an organization mitigates to 

consuming cloud services, and especially public cloud services, much of the computing system infrastructure 

will now under the control of cloud  service provider. Many of these challenges should be addressed through 
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management initiatives. These management initiatives will requires clearly delineating the ownership and 

responsibility roles of both the cloud provider and the organization functioning in the role of customer. 

Security managers must be able to determine what detective and preventative controls exist to clearly 

define security posture of the organization. Although proper security controls must be implemented based on 

asset, threat, and vulnerability risk assessment matrices, Cloud computing security risk assessment reports 

mainly from the vendor’s point of view about security capabilities analyzed security risks faced by the cloud. 

Here are security risks list. 

•Regulatory compliance: cloud computing providers who refuse to external audits and security certifications. 

•Privileged user access: sensitive data processed outside the organization brings with it an inherent level of risk. 

 •Data location: when you use cloud, you probably won’t know exactly where your data hosted. 

•Data segregation: data in the cloud is shared environment alongside data from other customers. 

• Recovery: even if you don’t know where your data is, a cloud provider should tell you what will happen to 

your data and •service in case of a disaster. 

•Investigative support: investigating inappropriate or illegal activity may be impossible in cloud computing. 

• Long term viability: you must be sure your data will remain available even after such an event. 

 

Authentication and identity management can help the users to authenticate and getting services based 

on their credentials (Bertino et al., 2009; Ko et al., 2009). Key issue about identity management in cloud is 

different kinds of protocols and its interoperability. This multi-domain issue complicates protection measures 

(Bruening and Treacy, 2009). 

Because users may work with different places like office, home, public places and try to access the 

data, they should be able to use their identity in terms of digital signature and transfer data. Upcoming identity 

management services must be integrated with existing framework (Catteddu and Hogben, 2009). Also privacy-

preserving standards have to verify the identity related attributes. 

 Cloud storage concern the user does not have control over data until he has been gain access. To 

provide control over data in the cloud data-centric security is needed. Before accessing the data it should satisfy 

the policy rules already defined. So cloud should enforce this scheme by using cryptographic approaches. 

 

4. Proposed Work 

This paper discusses a new technique of encryption algorithm which combines a symmetric algorithm 

FSET (Fast and Secure Encryption Technique) proposed by Varghese Paul [2] with extra features and 

asymmetric algorithm RSA with Hash Coding (SHA-2). The FSET algorithm is a direct mapping poly 

alphabetic Symmetric-key encryption algorithm. Here, direct substitution mapping and subsequent translation 

and transposition operations using XOR logic and circular shifts that results in higher conversion speed are used. 

The block size is 128 bits (16 characters) and the key size is also 128 bits (16 characters). A comparison of the 

proposed encryption method with DES and AES is shown in table. 2. The asymmetric RSA algorithm is 

developed by MIT professors: Ronald L. Rivest, Adi Shamir, and Leonard M. Adleman in 1977 [5]. RSA gets 

its security from factorization problem. Difficulty of factoring large numbers is the basis of security of RSA. 

In this Paper the actual message to be sent is encrypted and decrypted using the FSET algorithm which has been 
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Modified accordingly for higher efficiency. RSA is used for encryption and decryption of the secret key which 

is used in the encryption (FSET) of the actual data to be transmitted. All the limitations in FSET are overcome 

in this implementation. The security of the secret key is handled by the by the RSA. Here the FSET can handle 

multimedia data also. Multimedia files like images, videos, audios etc. can be effectively encrypted. Also other 

files like MS word, PDF, almost all files can be transmitted securely using the FSET proposed. The hash 

function is used for providing authentication. The detailed implementation is explained in the later sections. 

 

4.1 Encryption Algorithm 

An encryption algorithm has the advantages of both the symmetric and asymmetric algorithms. The 

complete process can be viewed in the Fig.1. This process involves the fallowing steps 

Step 1:Finding Hash of message (hm) using SHA2 (H) 

Step 2:Encryption of Message using FSET with Secret key (Ks) 

Step 3:Perform XOR operation on hm and ks 

Step 4:Using RSA Encrypting the secret key and hnk (output of step 3) with Public key PU= {e, n}. 

Step 5:Using RSA, Decryption of hmk and encrypted secret key using Private Key PR= {d, n} Step 6:Perform 

XOR operation on Ks and hmk to get hm. 

Step 7:Decryption of Message using FSET with Ks. 

Step 8:Finding the Hash of decrypted message and comparing it with hm (output of step 6) to authenticate the 

message.  

 
Fig.1 Implementation of the Algorithm 

 

4.2 Encryption Process 

The encryption process starts with the key generation process at the receiver side. The receiver 

generates two keys public and private key. The public key is sent to the sender and it is not necessarily to be 

kept secret. The secret key is used by the sender to encrypt the original message. The sender then generates hash 

code of original message and XOR with Secret key to get ‘hmk’ value. The sender then uses the public key and 

encrypts the secret key and ‘hmk’ using RSA. He then sends the encrypted message, encrypted hmk and the 

encrypted secret key to the receiver. The receiver first decrypts the secret key and hmk using RSA with private 

key. The secret key must be decrypted first as the encrypted message can only be decrypted with the original 

secret key. After the secret key is decrypted it is then used in the FSET algorithm to get back the original 
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message using the FSET  decryption algorithm. All the procedure is explained clearly in the fallowing sub 

sections. 

 

4.3 Key Generation Process 

RSA involves a public key and a private key. The public key can be known to everyone and is used for 

encrypting messages. Messages encrypted with the public key can only be decrypted using the private key [3]. 

The keys for the RSA algorithm are generated the following way: 

1. Choose two distinct large random prime numbers. 

2. Compute n=p*q n is used as the modulus for both the public and private keys 

3. Compute the totient: f (n)=(p-1)(q-1). 

4. Choose an integer e such that 1 < e <f (n) , and share no factors other than 1 (i.e. e and φ(n) are co-prime).e is 

released as the public key exponent. 

5. Compute d to satisfy the congruence relation de=1(mod f(n)); i.e. de=1+ kf (n) for some integer. d is kept as 

the private key exponent 

The public key consists of the modulus and the public (or encryption) exponent. The private key 

consists of the modulus and the private (or decryption) exponent which must be kept secret. Recipient after 

calculating public key PU= {e, n} and private key PR= {d, n} sends the public key value i.e., PU= {e,n} value 

to sender. 

 

4.4 Secret Key and HMK Encryption using RSA 

Receiver B transmits his public key to Sender and keeps the private key secret. Sender then wish to 

encrypt message M and hmk . He first turns M and hmk into a number m<n and hmk<n by using an agreed-

upon reversible protocol known as a padding scheme. He then computes the cipher text corresponding to: 

c = me mod n This can be done quickly using the method of exponentiation by squaring. Sender then transmits 

to Receiver. Hmk is obtained by XOR operation on hash code obtained by performing hash function on message 

and the secret key. 

 

5. FSET Encryption Algorithm & Hashing Of Message 

The encryption, C = E(K,P), using the proposed encryption algorithm consists of three steps. 

[1] The first step involves initialization of a matrix with ASCII code of characters, shuffled using a secret key, 

K. This initialization is required only once before the beginning of conversion of a plaintext message into 

corresponding cipher text message. 

[2] The second step involves mapping, by substitution using the matrix, each character in every block of 16 

characters into level-one cipher text character. 

[3] The third step involves translation and transposition of level-one cipher text characters within a block, by X-

OR and circular shift operations, using arrays, in 8 rounds 

. 

5.1 Matrix for Substitution Mapping 

A matrix M with 16 rows and 256 columns initialized with ASCII codes of characters using secret key 

is used for mapping the plaintext characters into level one cipher text characters. During encryption, a block of 
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16 plaintext characters in the message is taken into a buffer. The ASCII code of the character P(i) is obtained. 

The resulting integer is used as column number j of ith row of the matrix M. The element contained in this cell 

which is an ASCII code of a character, is taken as the level-one cipher text character CL1(i) corresponding to 

the plaintext character P(i). 

 

5.2 Matrix Initialization 

A matrix M with sixteen rows and two hundred fifty six columns is defined. Columns in every row of 

the matrix is filled with ASCII codes of characters starting from NULL (ASCII = 0) in column zero to BLANK 

(ASCII = 255) in column two hundred fifty five representing elements of the matrix. A 16 character (128 bits) 

secret key K, with key characters K(0) through K(15), is used for encryption and decryption. The ith row of the 

matrix is given an initial right circular shift, as many number of times as equal to the ASCII code of (i+1)th key 

character to shuffle the contents of the matrix M, for i = 0 to 14. For example, if 

K(1), is .a. whose ASCII code is 97, row 0 of the matrix M is right circular shifted 97 times. If K(2) is .h. whose 

ASCII code is 104, the second row of the matrix M is right circular shifted 104 times and so on. The row 15 of 

matrix M is right circular shifted as many number of times as equal to ASCII value of the key character K(0). 

Further, the ith row of the matrix is given a second right circular shift as many number of times as equal to 

ASCII (K(i)) to shuffle the contents of the matrix M, for i = 0 to 15. For example, the row 0 of M is right 

circular shifted as many number of times as equal to the ASCII value of key character K(0). The row 1 of the 

matrix M is given a right circular shift as many number of times as equal to the ASCII value of the key character 

K(1) and so on. 

 

5.3 Substitution Mapping Procedure 

A given message is broken into blocks of sixteen plaintext characters P(0) through P(15). Plaintext 

character P(i) is taken and a number j is calculated such that j = ( ASCII code of plaintext character P(i)). This 

number, j, is used as column number of the matrix M. Using j as column number we proceed to find the element 

in the ith row of the matrix M. This element (ASCII code of a character) is used as level-one cipher text 

character CL1(i) for a given plaintext character P(i). For example, for the plaintext character P(0) in a block, i = 

0, j = ( ASCII code of plaintext character P(0)) is used as column number of row 0 of the matrix M to obtain 

level-one cipher text character corresponding to P(0). Similarly for character P(1) in the plaintext character 

block, i = 1 and j = ( ASCII code of plaintext character P(1)) where j is used as column number of the row 1 of 

the matrix to obtain level-one cipher text character corresponding to P(1). In this way, all the 16 plaintext 

characters in a block are mapped into 16 level one cipher text characters denoted by CL1(i), i = 0 to 15. The 

characters of level 1 cipher text character block (CL1(0) through CL1(15)) are transferred to a 16 element array 

A1. 

 

5.4 Sub-Key Set Generation 

One set of eight sub-keys Kts_0, Kts_1, Kts_2, .. Kts_7 are generated using the secret key K such that: 

Kts_n = characters in columns 0 through column 15 in row n of matrix M concatenated. These keys are used in 

translation rounds. Another set of sub-keys Ktp_n0, Kps_n1, Ktp_n2 and Ktp_n3 are generated such that Ktp_n0 
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= character of matrix M with row number  and column number 0. Here, each key is a character represented by 

the corresponding element in the matrix M. These keys are used in transposition rounds. 

 

5.5 Translation and Transposing 

Eight rounds of translation and transposition operations are performed on the level 1 cipher text 

character block. The translation operations are done using XOR operation performed on the cipher text character 

block using sub key, Kts_n in the nth round.The translated cipher text character block is transposed using four 

arrays whose elements are circular shifted using sub-keys Ktp_n0, Ktp_n1, Ktp_n2, Ktp_n3 used in that round. 

These  operations make the resulting output cipher text characters  extremely difficult to decrypt by any 

adversary without having the secret key. The translation and transposition produce the effect of diffusion. 

Translation of cipher text characters The contents of array A1 is XOR with sub key Kts_n in the nth round. The 

16 characters of each block of cipher text are XOR with 16 characters of sub key Ks_n Transposing of cipher 

text characters 

The XOR level-one cipher text characters available in array A1 are bifurcated and transposed using 

four arrays. For the nth round, array A1 is right circular shifted as many number of times as equal to the integer 

value of Ktp_n0. After this operation, the first eight elements of A1 (left most elements) are transferred to 

another array A2 having 8 element positions. Then, A2 is right circular shifted as many number of times as equal 

to the integer value of Ktp_n1. The other eight elements of the array A1(rightmost elements) are transferred to 

another 8 element array A3 which is left circular shifted as many number of times as equal to integer value of 

Ktp_n2. Then A2 and A3 are concatenated and transferred to the 16 element array A1. This 16 element array, A1, 

is right circular shifted as many number of times as equal to the integer value of Ktp_n3. After this operation, 

the contents of A1 represent the cipher text characters in a given block. The elements of array A1 are moved to 

the cipher text block C(0) through C(15). The cipher text blocks are used to create the output cipher text 

message file. 

 

5.6 Hashing of Message 

At this stage hash code of the message is found using the Secure Hash Algorithm (SHA -2) 

 

5.7 Secret Key and HMK Decryption using RSA Algorithm 

Receiver b can recover m and hmk by using her private key exponents d by the following computation: 

M=C^d mod n. 

Given m, he can recover the original message key Ks and hmk. Here M may original be hmk and Ks and C is 

their respective encrypted form. Once hmk is decrypted it is then XOR-ed with Ks to get hm. 

 

5.8 Decryption Process and Authentication 

The decryption algorithm performs the reverse operations of encryption such that P = D(K,C). This is 

done in three steps. Here, cipher text character C(i), in blocks of 16 are processed using arrays and matrix. The 

first step involves initialization of a matrix with ASCII codes of characters, shuffled using the secret key. In the 

second step, the cipher text characters are detransposed using circular shift operation of array and de-translated 

by XOR logic using sub-keys in multiple rounds. With this operation we get back the level-one cipher text 
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characters. In the third step, these level-one cipher text characters are inversemapped  into plaintext characters 

using the matrix. In the decryption algorithm, sub-keys are generated from the secret key in  the same way as in 

the case of encryption algorithm. The detailed procedure is explained in the fallowing sections. 

 

5.8.1 Matrix Initialization 

An identical matrix M, used for mapping the plaintext characters into level-one cipher text characters, 

is used here for inverse mapping of the level-one cipher text characters into plaintext characters during 

decryption. At the decryption site, this matrix is created using the secret key K in the same way as in the case of 

encryption. 

 

5.8.2 Detransposing of Cipher Text Haracters 

The cipher text character block from the cipher text file is brought in to a 16 element array A1. For the 

nth round, array A1is left circular shifted as many number of times as equal to the integer value of Ktp_n3. After 

this operation, the first eight elements of A1 (left most elements) are transferred to another array A2 having 8 

element positions. Then, A2 is left circular shifted as many number of times as equal to the integer value of 

Ktp_n2. The other eight elements of the array A1 (rightmost elements) are transferred to another 8 element array 

A3 which is right circular shifted as many number of times as equal to integer value of Ktp_n1. Then A2 and A3 

are concatenated and transferred to the 16 element array A1. This array is left circular shifted as many number of 

times as equal to the integer value of Ktp_n0. 

 

5.8.3 De-Translation of Cipher Text Characters 

The contents of array A1 is X-ORed with the bits of sub key Kts_n in the nth round. After this 

operation, the contents of the array A corresponds to the level one cipher text character block corresponding to 

the one obtained after the mapping operation done at the encryption side using the matrix. The contents of array 

A1 is moved to level 1 cipher text block, CL1. 

 

5.8.4 Inverse mapping using matrix  

If CL1(i) is the level-one cipher text character in a block, the inverse mapping is such that P(i) = 

char((column number j of ith row of matrix M where CL1(i) is the element)). For example, let the 1st level-one 

cipher text character, CL1(1), in a block be .#.. We proceed to search. #. in the matrix M to find the column 

number j in the 1st row where CL1(1) = M[1][j]. Then we determine the character whose ASCII = (j) which 

gives the plaintext character P(1) corresponding to CL1(1). Let the 2nd levelone cipher text character, CL1(2), 

in a block be .%.. We proceed to search .%. in the matrix M to find the column number j in the 2nd row where 

CL1(2) = M[2][j]. Then we determine the character whose ASCII = (j) which gives the plaintext character 

P(2) corresponding to CL1(2). In this way we can inverse map every cipher text character in every block into 

plaintext characters to get back the original message file. 
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5.8.5 Authentication Procedure 

Once the message is decrypted, hash function (SHA-2) is used to calculate the hash code of the original 

message and it is compared with hm. The message is authentic if the comparison result is true. If the result of 

comparison of result is false the authentication fails. 

 

6. Simulation and Experimental Results 

In this section we have shown the encryption of an image file. The key generation process can be seen 

in the Fig.3. It shows the selected prime numbers and generated public and private key values. A secret key is 

chosen “encryption algorithm” which can be seen in the Fig.4. 

 
Fig.3 Key Generation process 

 
Fig.4 Secret key 

 

The public key is used in RSA algorithm to encrypt the secret key file and hmk. The encrypted secret 

key can be seen in  Fig.4. The secret key is used for encrypting the image file suing FSET algorithm. The 

encrypted image cannot be opened. It’s highly secure. 
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Performance comparison of various popular secret key algorithms, such as DES [6], AES [7], EES [8] 

and Blowfish running on a Pentium-4, 2.4 GHz machine, discussed in the literature [9] shows that Blowfish is 

the fastest among these algorithms. The throughputs of these algorithms are respectively 4,980 bytes/sec, 2,306 

bytes/sec and 5,167 bytes/sec. The proposed FSET Symmetric-key Encryption algorithm is subjected to 

performance evaluation using a Pentium-4, 2.4 GHz machine. Execution time taken by the algorithm was 

measured using a image file and the throughput calculated. The time between two test points in the algorithm 

during execution was measured with the help of system clock. 

The number of bytes (in the plaintext file) required for an execution time of one second during 

encryption was ascertained. The comparison of performance of this encryption algorithm with the performance 

of popular secret key algorithms given in [4] is made. The throughput of Blowfish algorithm is only 5,167 bytes 

per second whereas FSET encryption algorithm provides 70,684 bytes per second. Thus this Encryption 

algorithm is 8 times faster than Blowfish algorithm. 

 

7. Conclusion 

The proposed encryption technique has the advantages of both symmetric and asymmetric algorithms. 

Symmetric algorithm is used for encryption of messages rather than asymmetric because the asymmetric 

algorithms are slower compared to symmetric algorithms. Thus Asymmetric algorithm RSA is used here to 

safeguard the secret key which solves the problem of key exchange as the secret key can be sent securely. The 

secret key can’t be decrypted unless a private key is obtained and since it is at receiver side it is highly secured. 

Hashing provides authentication to the messages sent. 

 The FSET Encryption algorithm, presented above, is a simple, direct mapping algorithm using matrix 

and arrays. Consequently, it is very fast and suitable for high speed encryption applications. The matrix based 

substitution resulting in poly alphabetic cipher text generation followed by multiple round arrays based 

transposing and XOR logic based translations give strength to this encryption algorithm. The combination of 

poly alphabetic substitution, translation and transposition makes the 

decryption extremely difficult without having the secret key. Decryption of cipher text messages created using 

this encryption is practically impossible by exhaustive key search as in the case of other algorithms using 128 

bits secret key. The cipher text  generated by this algorithm does not have one to one correspondence in terms of 

position of the characters in plaintext and cipher text. This feature also makes decryption extremely difficult by 

brute force. The performance test shows that this encryption is a fast algorithm compared to the popular 

Symmetric-key algorithms. The algorithm is enhanced so that it can handle various kinds of data like images, 

videos, PDF etc. 
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